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This paper studies the resource discovery problem
in a Grid system, in which global trust values play a
crucial role. The proposed mechanism suggests that
routers
and
resources
comprise
virtual
organizations (VOs) within a Grid system, where a
router controls locally a number of resources in each
virtual organization. Global trust values are assigned
to the system’s VOs. These trust values show
whether a VO and subsequently its local resources
are trustworthy or not.

Each router is in control of a number of local
resources that form a VO. The router maintains the
VO’s physical connection with the other VOs in the
system, and the resources of each VO are the
group of shared elements in the Grid infrastructure.

In order to evaluate the performance of the trustaware resource discovery mechanism we used two
parameters: the trust value of the VO that satisfied
the request, and the distance in hops a request
traveled until it got satisfied. Trustworthy VOs are
identified by their global trust value. In the simulation
tests performed, we used a threshold value of 0.8.
Therefore, Vos that have a trust value higher than
the threshold value, predefined in the beginning of
each simulation test, are considered trustworthy and
can satisfy requests. The goal is to satisfy requests
with a high trust value, higher than the predefined
threshold value, and with the minimum distance in
hops.

Furthermore, the trust-aware resource discovery
mechanism also manages the cases of dynamic
changes in the trustworthiness of VOs. For instance,
VOs that in the past were untrustworthy could now
be trustworthy. The proposed mechanism is capable
of detecting these dynamic changes, so that the
directing of requests occurs in an up-to-date way.

The Grid-Router Model
A Grid system can be seen as an environment
comprised by routers and resources. Each router is
in charge of its local resources and also connects
with other routers within the Grid system.
In order to direct a request efficiently, each router in
the Grid system maintains a Routing Table with size
equal to the number of different resources in the
network. Each data element in that table is the
minimum distance measured in hops from that
router to all the resources available in the system.
The drawback in this approach is that the size of the
Routing Tables could become unbearably large in
cases of systems with a large number of different
resources.

The global trust values that are assigned to the VOs
in the system show whether the VOs’ services are
trustworthy or not. The VO-based environment,
described here, is the one used to depict a Grid
system, where requests need to be satisfied by
resources of certain technical categories controlled
by trustworthy VOs.

Trust-aware Resource Discovery
In order to fully understand the proposed trustaware resource discovery mechanism, we present a
case example of resource discovery. Fig. 1 presents
a Grid system comprised by six VOs. Each router of
each VO controls locally two resources, each one
being of a certain technical category. All VOs in the
system are assigned to global trust values in the
range of [0, 1]. Value 0 represents a completely
untrustworthy VO and value 1 a completely
trustworthy VO. We assume that VOs with a global
trust value above 0.8 are considered trustworthy,
and therefore can satisfy requests. At some point of
time a request for a “typical” resource is created in
VO1.

Fig. 2. Trust values for the resource discovery of 1000 requests in a 1002 VOs
Grid system

Achieving Scalability
Instead of maintaining the distances to all resources
available in the system, thus hindering the system’s
scalability, the proposed model uses simple
matchmaking rules in order to identify each resource
as part of a certain technical category. Resources
that are available in the system use descriptions of
their technical characteristics regarding their
available disk size and available memory.
Assigning grades for the disk size, and for the
memory size, the technical category is easily
computed by:
Technical Category = Round((Disk Grade + Memory Grade)/2)

The technical category results in values from 1 to 5,
depicting the categorization of a resource in one of
the following: “very limited-function”, “limited
function”, “typical”, “competent”, and “very
competent”. The suggested categorization is more
than efficient for the simulation needs. Nevertheless,
it is totally adjustable and easily expandable in order
to provide categorizations for a wider range of
available resources or to depict more than five
technical categories.
Each router maintains the distances to a minimum
number of five resources, one of each technical
category, satisfying the range of possible requests in
the system. This procedure prevents the size of the
Routing Tables to become extremely large, and
supports the scalability of the mechanism when
new-joined resources wish to enter the system and
acquire the information available in the Tables.

Fig. 3. Distance in hops for the resource discovery of 1000 requests in a 1002 VOs
Grid system.

Fig. 1 A case example of the trust-aware resource discovery mechanism.
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Table 1. Routing Tables available in the routers of the Grid system, based on
which directing of the “typical” request from VO1 to VO5 occurs.
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Table 2. Updated Routing Tables available in the routers of the Grid system,
after the transaction. VO1 is now trustworthy.
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Table 3. Updated Routing Tables available in the routers of the Grid system,
after the transaction. VO5 is now untrustworthy.

Conclusions
We have presented a trust-aware resource
discovery mechanism that guarantees satisfying
requests with a high value of trustworthiness and in
the minimum distance of hops in a Grid system.
Moreover, the trust-aware resource discovery
mechanism effectively deals with the cases of
dynamic changes in the global trust values of the
VOs that comprise the Grid system. When a change
in the trustworthiness of a VO occurs, the
mechanism is responsible of keeping the
information maintained in the Routing Tables up-todate.
In the direction of improving the proposed trustaware resource discovery mechanism, we intend to
work intensively on providing an analytical process
of calculating the global trust values assigned to the
VOs. As the Grid systems grow, the VOs also grow
by handling more and more resources. It is obvious
that a global trust value assigned to a VO of the
system should be in accordance with the different
resources the VO controls. For the future, we intend
to incorporate the fact that resources in the same
VO could act both trustworthy and untrustworthy, in
order to calculate more accurately the global trust
value of this specific VO in the system.

